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57 ABSTRACT

Embodiments of the present invention provide a key insula-
tion method and device. The key insulation method includes:
randomly selecting a first parameter s from Z* , acquiring a
helper initial key from a helper, and generating an initial user
private key according to the first parameter s, a preset first
cryptographic hash function H,, and the helper initial key;
and acquiring a helper updated key for a time segment i from
the helper, and updating a user private key for a time segment
j according to the helper updated key for the time segment i to
obtain a user private key for the time segment i. According to
the key insulation method and device provided by the
embodiments, in a process of generating an initial key and a
process of updating a key, lifecycle is not involved, which
improves flexibility of a key system.

12 Claims, 4 Drawing Sheets

Randomly select a first parameter s from Z*q, acquire a helper
initial kcy from a helper, and generate an initial user private key
according to the first parameter s, a preset first cryptographic
hash function Hj, and the helper initial key, where Z , ={1,2, ...,
g-1}, q is a prime number, and the helper initial key is generated
by the helper according to a helper private key and the first
cryptographic hash function H;”

AlO
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A

Acquire a helper updated key for a time segment i from the
helper, and update a user private key for a time segment j
according to the helper updated key for the time segment i to
obtain a user private key for the time segment i, where i and j are
integers, i>j>0, an initial time segment is a time segment 0, the
initial user private key is a user private key for the time segment
0, the helper updated key for the time segment i is obtained by
updating a helper updated key for a time segment i-1 according
to the first cryptographic hash function by the helper
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Randomly select a first parameter s from Z*q, acquire a helper
initial key from a helper, and generate an initial user private key
according to the first parameter s, a preset first cryptographic Al0
hash function H,, and the helper initial key, where Z , ={1, 2, ..., r\j
g-1}, q 1s a prime number, and the helper initial key 1s generated
by the helper according to a helper private key and the first
cryptographic hash function H;”

Y

Acquire a helper updated key for a time segment 1 from the
helper, and update a user private key for a time segment |
according to the helper updated key for the time segment 1 to A20
obtain a user private key for the time segment 1, where 1 and j are /\/
integers, 1>j=>0, an initial time segment 1s a time segment 0, the
initial user private key is a user private key for the time segment
0, the helper updated key for the time segment 1 is obtained by
updating a helper updated key for a time segment i-1 according
to the first cryptographic hash function by the helper

FIG. 1
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Randomly select a first parameter s from Z*q , acquire a helper
initial key from a helper, and generate an initial user private key
according to the first parameter s, a preset first cryptographic Al0
hash function 7/;, and the helper initial key, where Z' , ={1, 2, ..., [\/
g-1}, q is a prime number, and the helper initial key is generated
by the helper according to a helper private key and the first
cryptographic hash function H; ”

Acquire a helper public key from the helper, generate a user
public key according to the first parameter s and the helper public /\/A30
key, and send the generated user public key to a receiver device,

where the helper public key is generated according to the helper
private key

Y

Acquire a helper updated key for a time segment i from the
helper, and update a user private key for a time segment j
according to the helper updated key for the time segment 1 to
obtain a user private key for the time segment i, where 1 and j are /\/AZO

integers, 1>j>0, an initial time segment is a time segment 0, the
initial user private key is a user private key for the time segment
0, the helper updated key for the time segment i is obtained by
updating a helper updated key for a time segment i-1 according
to the first cryptographic hash function by the helper

'

Sign, according to the user private key for the time segment 1, a A40
received message which is to be signed, and send the signed [\/
message to the receiver device, so that the receiver device

authenticates the signed message according to the user public key

FIG. 2
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Randomly select a second parameter r from Z°,, generate a
helper private key according to the second parameter r, generate
a helper initial key according to the helper private key and a B10
preset first cryptographic hash function, and send the helper /\/
initial key to a user equipment, so that the user equipment
generates an initial user private key according to the helper initial
key, where Z' , ={1, 2, ..., q-1}, and q is a prime number

Y

Update a helper updated key for a time segment i-1 according to
the first cryptographic hash function 4, to obtain a helper
updated key for a time segment i, and send the helper updated B20
key for the time segment i to the user equipment, so that the user /\j
equipment updates a user private key according to the helper
updated key, where i is an integer, i>0, an initial time segment is
a time segment 0, and the helper initial key is a helper updated
key for the time segment 0

FIG. 3
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1
KEY INSULATION METHOD AND DEVICE

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims priority to Chinese Patent Appli-
cation No. 201310119342.0, filed with the Chinese Patent
Office on Apr. 8, 2013, which is incorporated herein by ref-
erence in its entirety.

TECHNICAL FIELD

Embodiments of the present invention relate to the field of
communications technologies, and in particular, to a key
insulation method and device.

BACKGROUND

With the popularization of networks and continuous devel-
opment of network technologies, an increasing number of
cryptographic technologies are applied to portable low-secu-
rity mobile devices, making it easy for an attacker to hack into
such mobile devices and obtain keys. However, for a tradi-
tional cryptographic system totally dependent upon a key,
once the key is exposed, all cryptographic operations relevant
to the key become invalid. Therefore, as an effective method
for reducing the risk of key exposure, a key self-protection
technology is applied to an increasing number of fields.

The basic idea of a key insulation technology is to divide a
private key of a user into two parts, namely, a temporary
private key stored in a user equipment and a helper key stored
in a helper device (“helper”). The user equipment has a great
computing capability but low security, while the helper has a
poor computing capability but high physical security. An
entire lifecycle is divided into several time segments. In the
entire system lifecycle, provided that a public key of the user
remains unchanged, the temporary private key for each time
segment is updated regularly through interaction between the
user equipment and the helper. The user uses different tem-
porary private keys in different time segments, so that expo-
sure of a temporary private key in a certain time segment does
not harm security in another time segment, thereby greatly
reducing harm caused by key exposure.

During implementation, key insulation solutions in the
prior art generally all require presetting a lifecycle of a key
system. After the lifecycle ends, the key system cannot be
used and is poor in flexibility.

SUMMARY

Embodiments of the present invention provide a key insu-
lation method and device, to improve flexibility of a key
system.

According to a first aspect, an embodiment of the present
invention provides a key insulation method, including:

randomly selecting a first parameter s from Z* , acquiring
a helper initial key from a helper, and generating an initial
user private key according to the first parameter s, a preset first
cryptographic hash function H;, and the helper initial key,
where Z* ={1, 2, . . ., q-1}, q is a prime number, and the
helper initial key is generated by the helper according to a
helper private key and the first cryptographic hash function
H,;and

acquiring a helper updated key for a time segment i from
the helper, and updating a user private key for a time segment
j according to the helper updated key for the time segment i to
obtain a user private key for the time segment i, where i and j
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2
are integers, 1>j=0, an initial time segment is a time segment
0, the initial user private key is a user private key for the time
segment 0, and the helper updated key for the time segment i
is obtained by updating a helper updated key for a time
segment i-1 according to the first cryptographic hash func-
tion H, by the helper.

In a first possible implementation manner, the helper initial
key is UK,=rH,(0), where r is the helper private key, r is
randomly selected from Z* , H, is {0,1}*—G,, e:G,x
G,—@, is a bilinear pairing, and G, and G, are cyclic groups
of'an order q; and

the generating an initial user private key according to the
first parameter s, a first cryptographic hash function H,, and
the helper initial key is specifically:

generating the initial user private key TSK, by using the
following formulas:

TSKoy=(s, USp); and

USy=rH (0)+sH,(0).

With reference to the first possible implementation manner
of'the first aspect, in a second possible implementation man-
ner, the helper updated key for the time segment i is UK,=r
(H, ()-H, (i-1)); and

the updating a user private key for a time segment j accord-
ing to the helper updated key for the time segment i to obtain
a user private key for the time segment i is specifically:

obtaining the user private key TSK, for the time segment i
by using the following formulas:

TSK;=(s,US;); and

US=USp+ UK +s(H, ()-H, ().

With reference to the first aspect or the first or second
possible implementation manner of the first aspect, in a third
possible implementation manner, after the randomly select-
ing a first parameter s from Z* , the method further includes:

acquiring a helper public key from the helper, generating a
user public key according to the first parameter s and the
helper public key, and sending the generated user public key
to a receiver device, where the helper public key is generated
according to the helper private key.

With reference to the third possible implementation man-
ner of the first aspect, in a fourth possible implementation
manner, the helper public key is PK,=rP, where P is a gen-
erator of G; and

the generating a user public key according to the first
parameter s and the helper public key is specifically:

generating the user public key PK by using the following
formulas:

PK=(PKz; P,,); and

P, =sP.

With reference to the fourth possible implementation man-
ner of the first aspect, in a fifth possible implementation
manner, after the sending the generated user public key to a
receiver device, the method further includes:

signing, according to the user private key for the time
segment i, a received message which is to be signed, and
sending the signed message to the receiver device, so that the
receiver device authenticates the signed message according to
the user public key.

With reference to the fifth possible implementation manner
of'the first aspect, in a sixth possible implementation manner,
the signing, according to the user private key for the time
segment i, a received message which is to be signed, and
sending the signed message to the receiver device, so that the
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receiver device authenticates the signed message according to
the user public key is specifically:

generating a signature o for the message m, which is to be
signed, according to the time segment i by using the following
formulas:

0=(i,U,7); and

U=uP, V=US,+uP,,, and P, =H,(i,m,U), where u is a num-
ber randomly selected from Z* , H, is a second cryptographic
hash function, and H, is {0,1}*x{0,1}*xG,—G; and

sending the signed message m and the signature o to the
receiver device, so that the receiver device calculates
P',=H, (i,m,U) according to the user public key PK, the time
segment 1, the signed message m, and the signature o, and the
authentication succeeds if e(P,V)=e(PK+P,,,,,H, (1))-e(U,
P',) is satisfied, where e:G,xG,—G, is a bilinear pairing.

According to a second aspect, an embodiment of the
present invention provides a key insulation method, includ-
ing:

randomly selecting a second parameter r from Z* , gener-
ating a helper private key according to the second parameter
r, generating a helper initial key according to the helper pri-
vate key and a preset first cryptographic hash function H,, and
sending the helper initial key to a user equipment, so that the
user equipment generates an initial user private key according
to the helper initial key, where Z* ={1,2,...,q-1}, and qis
a prime number; and

updating a helper updated key for a time segment i-1
according to the first cryptographic hash function H, to obtain
a helper updated key for a time segment i, and sending the
helper updated key for the time segment i to the user equip-
ment, so that the user equipment updates a user private key
according to the helper updated key, where i is an integer, i>0,
an initial time segment is a time segment 0, and the helper
initial key is a helper updated key for the time segment O.

In a first possible implementation manner, the generating a
helper private key according to the second parameter r, and
generating a helper initial key according to the helper private
key and a first cryptographic hash function H; is specifically:

generating the helper initial key UK, by using the follow-
ing formulas:

helper private key HK=r; and

UK=rH,(0), where H, is {0,1}*—=G,, e:G;x—G, is a
bilinear pairing, and G, and G, are cyclic groups of an order

With reference to the first possible implementation manner
of the second aspect, in a second possible implementation
manner, the updating a helper updated key for a time segment
i-1 according to the first cryptographic hash function H, to
obtain a helper updated key for a time segment i is specifi-
cally:

obtaining the helper updated key UK, for the time segment
i by using the following formula:

UK =r(H,({)-H,(-1)).

According to a third aspect, an embodiment of the present
invention provides a user equipment, including:

an initial key generating unit, configured to randomly
select a first parameter s from Z* , acquire a helper initial key
from a helper, and generate an initial user private key accord-
ing to the first parameter s, a preset first cryptographic hash
function H,, and the helper initial key, where Z* ={1,
2,...,9-1},q s a prime number, and the helper initial key is
generated by the helper according to a helper private key and
the first cryptographic hash function H,; and

akey updating unit, configured to acquire a helper updated
key for a time segment i from the helper, and update a user
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private key for a time segment j according to the helper
updated key for the time segment i to obtain a user private key
for the time segment i, where i and j are integers, i>j=0, an
initial time segment is a time segment 0, the initial user private
key is a user private key for the time segment 0, and the helper
updated key for the time segment i is obtained by updating a
helper updated key for a time segment i-1 according to the
first cryptographic hash function H,; by the helper.

In a first possible implementation manner, the helper initial
key is UK,=rH,(0), where r is the helper private key, r is
randomly selected from Z*, H, is {0,1}*—=G,,
e:G,—G,—G, is a bilinear pairing, and G, and G, are cyclic
groups of an order q; and

the initial key generating unit is specifically configured to
generate the initial user private key TSK,, by using the fol-
lowing formulas:

TSKoy=(s, USp); and

USy=rH (0)+sH,(0).

With reference to the first possible implementation manner
of'the third aspect, in a second possible implementation man-
ner, the helper updated key for the time segment i is UK,=r
(H,(®)-H,(-1)); and

the key updating unit is specifically configured to obtain
the user private key TSK, for the time segment i by using the
following formulas:

TSK;=(s,US;); and

US=USp+ UK +s(H, ()-H, ().

With reference to the third aspect or the first or second
possible implementation manner of the third aspect, in a third
possible implementation manner, the initial key generating
unit is further configured to acquire a helper public key from
the helper, generate a user public key according to the first
parameter s and the helper public key, and send the generated
user public key to a receiver device, where the helper public
key is generated according to the helper private key.

With reference to the third possible implementation man-
ner of the third aspect, in a fourth possible implementation
manner, the helper public key is PK,=rP, where P is a gen-
erator of G; and

the initial key generating unit is specifically configured to
generate the user public key PK by using the following for-
mulas:

PK=(PKz; P,,); and

P, =sP.

With reference to the fourth possible implementation man-
ner of the third aspect, in a fifth possible implementation
manner, the user equipment further includes:

a signing unit, configured to sign, according to the user
private key for the time segment i, a received message which
is to be signed, and send the signed message to the receiver
device, so that the receiver device authenticates the signed
message according to the user public key.

With reference to the fifth possible implementation manner
of'the third aspect, in a sixth possible implementation manner,
the signing unit is specifically configured to generate a sig-
nature o for the message m, which is to be signed, according
to the time segment i by using the following formulas:

o=(i,U,V); and

U=uP, V=US,+uP,,, and P,,=H, (i,m,U), where u is a num-
ber randomly selected from Z* , H, is a second cryptographic
hash function, and H, is {0,1}*x{0,1}*xG,—G; and
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send the signed message m and the signature o to the
receiver device, so that the receiver device calculates P, =H,
(1,m,U) according to the user public key PK, the time segment
1, the signed message m, and the signature o, and the authen-
tication succeeds if e(P,V)=e(PK +P,,,, H,(1))-e(U,P',) is
satisfied, where e:G,=G,—G, is a bilinear pairing.

According to a fourth aspect, an embodiment of the present
invention provides a helper, including:

an initial key generating unit, configured to randomly
select a second parameter r from Z* , generate a helper pri-
vate key according to the second parameter r, generate a
helper initial key according to the helper private key and a
preset first cryptographic hash function H,, and send the
helper initial key to a user equipment, so that the user equip-
ment generates an initial user private key according to the
helper initial key, where Z* ={1,2,...,q-1},and qisa prime
number; and

akey updating unit, configured to update a helper updated
key for atime segment i—1 according to the first cryptographic
hash function H, to obtain a helper updated key for a time
segment i, and send the helper updated key for the time
segment i to the user equipment, so that the user equipment
updates a user private key according to the helper updated
key, where 1 is an integer, i>0, an initial time segment is a time
segment 0, and the helper initial key is a helper updated key
for the time segment 0.

In a first possible implementation manner, the initial key
generating unit is specifically configured to generate the
helper initial key UK, by using the following formulas:

helper private key HK=r; and

UK =rH,(0), where H, is {0,1}*—G,, :G,xG, =G, is a
bilinear pairing, and G, and G, are cyclic groups of an order

With reference to the first possible implementation manner
of the fourth aspect, in a second possible implementation
manner, the key updating unit is specifically configured to
obtain the helper updated key UK, for the time segment i by
using the following formula:

UK =r(H,({)-H,(-1)).

It can be known from the foregoing technical solutions that,
according to the key insulation method and device provided
by the embodiments of the present invention, in the process of
generating the initial key and the process of updating the key,
lifecycle is not involved, only the current time segment i and
the previous time segment j are involved, and the two time
segments are not necessarily two adjacent time segments, that
is, no hard constraint is imposed. During operation of a key
system, the life cycle of the key system can be changed freely
according to a requirement of an actual application environ-
ment, which improves flexibility of the key system.

BRIEF DESCRIPTION OF DRAWINGS

To describe the technical solutions according to the
embodiments of the present invention or in the prior art more
clearly, the accompanying drawings for describing the
embodiments or the prior art are introduced briefly in the
following. Apparently, the accompanying drawings in the
following description are only some embodiments of the
present invention, and persons of ordinary skill in the art can
derive other drawings from the accompanying drawings with-
out creative efforts.

FIG. 1 is a flowchart of a first key insulation method
according to an embodiment of the present invention;

FIG. 2 is a flowchart of a second key insulation method
according to an embodiment of the present invention;
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6

FIG. 3 is a flowchart of a third key insulation method
according to an embodiment of the present invention;

FIG. 4 is a schematic structural diagram of a first user
equipment according to an embodiment of the present inven-
tion;

FIG. 5 is a schematic structural diagram of a second user
equipment according to an embodiment of the present inven-
tion;

FIG. 6 is a schematic structural diagram of a first helper
according to an embodiment of the present invention;

FIG. 7 is a schematic structural diagram of a third user
equipment according to an embodiment of the present inven-
tion; and

FIG. 8 is a schematic structural diagram of a second helper
according to an embodiment of the present invention.

DESCRIPTION OF EMBODIMENTS

In order to make the objectives, technical solutions, and
advantages of the present invention more comprehensible, the
technical solutions according to the embodiments of the
present invention are clearly described in the following with
reference to the accompanying drawings. Apparently, the
embodiments in the following description are merely a part
rather than all of the embodiments of the present invention.
All other embodiments obtained by persons of ordinary skill
in the art based on the embodiments of the present invention
without creative efforts shall fall within the protection scope
of the present invention.

FIG. 1 is a flowchart of a first key insulation method
according to an embodiment of the present invention. As
shown in FIG. 1, the key insulation method provided by this
embodiment may specifically be executed by a user equip-
ment, and the user equipment may be an electronic device
such as a mobile phone, a personal computer, a notebook
computer, or a tablet computer. The key insulation method
provided by this embodiment specifically includes:

Step A10: Randomly select a first parameter s from Z* ,
acquire a helper initial key from a helper, and generate an
initial user private key according to the first parameter s, a
preset first cryptographic hash function H,, and the helper
initial key, where Z*_={1,2,...,q-1}, q is a prime number,
and the helper initial key is generated by the helper according
to a helper private key and the first cryptographic hash func-
tion H,.

Specifically, a user equipment generates a user public key
and a user private key, and updates the private key regularly or
in response to a request from a helper or a service application.
The helper is a device with relatively high physical security.
The helper can generate a helper private key, a helper public
key, and a helper key, and update the helper key regularly or
in response to a request from the user equipment. At an initial
moment of a key system, the helper generates a helper initial
key according to the helper private key and the first crypto-
graphic hash function H,;. The user equipment actively
requests the helper initial key from the helper, or the helper
may actively send the helper initial key to the user equipment
by using an update message. If different time segments are
defined according to the progression of time, the initial
moment may be represented by a time segment O.

7* ={1,2,...,q-1}, where q is a prime number. The user
equipment randomly selects a first parameter s from Z* ,
namely, sezZ* , and generates an initial user private key
according to the first parameter s, the first cryptographic hash
function H,, and the helper initial key.

Step A20: Acquire a helper updated key for a time segment
i from the helper, and update a user private key for a time
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segment j according to the helper updated key for the time
segment i to obtain a user private key for the time segment i,
where i and j are integers, i>j=0, an initial time segment is a
time segment 0, the initial user private key is a user private key
for the time segment 0, and the helper updated key for the time
segment i is obtained by updating a helper updated key for a
time segment i-1 according to the first cryptographic hash
function H, by the helper.

Specifically, in the time segment i, when the helper key in
the helper needs to be updated, a new key may be generated
according to the helper updated key for the time segmenti-1.
In a specific implementation process, the helper may obtain
the helper updated key for the time segment i by updating the
helper updated key for the time segment i-1 according to the
first cryptographic hash function H;. In the time segment i,
when the user equipment needs to update the user private key,
the user equipment may actively request the helper updated
key for the time segment i from the helper, or the helper may
send the helper updated key for the time segment i to the user
equipment by using an update message, so as to trigger a
private key updating process of the user equipment. The user
equipment updates the user private key for the time segment
j according to the helper updated key for the time segment i to
obtain the user private key for the time segment i.

According to the key insulation method provided by this
embodiment, in the process of generating the initial user
private key and the process of updating the user private key,
lifecycle is not involved, only the current time segment i and
the previous time segment j are involved, and the two time
segments are not necessarily two adjacent time segments, that
is, no hard constraint is imposed. During operation of a key
system, the life cycle of the key system can be changed freely
according to a requirement of an actual application environ-
ment, which improves flexibility of the key system.

In this embodiment, the helper initial key is UK,=rH,(0),
where r is the helper private key, r is randomly selected from
z*,, H, is {0,1}*—G,, &G xG,—G, is a bilinear pairing,
and G, and G, are cyclic groups of an order q; and

the generating an initial user private key according to the
first parameter s, a first cryptographic hash function H,, and
the helper initial key in step A10 is specifically:

generating the initial user private key TSK,, by using the
following formulas:

TSKy=(s,US); and

USy=rH (0)+sH,(0).

Specifically, the helper randomly selects a second param-
eter r from Z* , namely, rezZ* , and the helper generates a
helper private key according to the second parameter r, for
example, the helper private key is r. Then, the helper generates
a helper initial key UK, =rH, (0) according to the helper pri-
vate key and the first cryptographic hash function H, . G, and
G, are two cyclic groups of an order q, P is a generator of
Gy, e:G,xG,—G, is a bilinear pairing, and the first crypto-
graphic hash function H, is {0,1}*—G,, and is used for
mapping a string of Os and 1s to an element of G,. Because a
bilinear pairing is derived from a Weil pairing or a Tate pairing
on some special elliptic curves, signature schemes based on
elliptic curves generally have advantages such as being short
in the length of a key and a signature. Compared with an RSA
(Rivest-Shamir-Adleman) encryption algorithm, when an
RSA security factor is a length of 1024 bits, coordinates of
each point in the group G, only requires a length of about 170
bits to be as secure as that in the RSA.

Because the helper key and the user private key are an
integer in Z*  and an element in the group G,, respectively,
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the keys have a fixed length and are both unrelated to the
lifecycle of the key system, which ensures that the key length
does not increase linearly with an increase in the life cycle.

In this embodiment, the helper updated key for the time
segment i is UK ,=r(H, (1)-H, (i-1)); and

the updating a user private key for a time segment j accord-
ing to the helper updated key for the time segment i to obtain
a user private key for the time segment i in step A20 is
specifically:

obtaining the user private key TSK, for the time segment i
by using the following formulas:

TSK,~(s,US,); and

US=US+UK s (H ()-H, ().

FIG. 2 is a flowchart of a second key insulation method
according to an embodiment of the present invention. As
shown in FIG. 2, in this embodiment, after the randomly
selecting a first parameter s from Z*  in step A10, the method
may further include:

Step A30: Acquire a helper public key from the helper,
generate a user public key according to the first parameter s
and the helper public key, and send the generated user public
key to a receiver device, where the helper public key is gen-
erated according to the helper private key.

Specifically, the user equipment also generates a user pub-
lic key, and publicizes the user public key. The user equip-
ment may send the user public key to a receiver device, and
the receiver device is specifically a device working with the
user equipment to implement message encryption or message
authentication. For example, in an encryption process, the
user equipment sends the user public key to a message sender
device; the message sender device encrypts a message by
using the user public key and sends the message to the user
equipment; and the user equipment decrypts the message by
using a user private key. In an identity authentication process,
the user equipment sends the user public key to an authenti-
cator device; the user equipment signs a message by using the
user private key, and sends the signed message to the authen-
ticator device; and the authenticator device authenticates the
signature by using the user public key.

In this embodiment, the helper public key is PK =P,
where P is a generator of G,; and

the generating a user public key according to the first
parameter s and the helper public key in step A30 is specifi-
cally:

generating the user public key PK by using the following
formulas:

PK=(PKy,P,,;); and

P.p=sF,

Because the user public key is also an integer in Z*_ an
element in the group G, the user public key has a fixed length
and is short. The user public key is unrelated to the lifecycle
of the key system, which ensures that the length of the user
public key does not increase linearly with an increase in the
life cycle.

In this embodiment, after the sending the generated user
public key to a receiver device in step A30, the method may
further include:

Step A40: Sign, according to the user private key for the
time segment 1, a received message which is to be signed, and
send the signed message to the receiver device, so that the
receiver device authenticates the signed message according to
the user public key.



US 9,215,073 B2

9

In this embodiment, the signing, according to the user
private key for the time segment i, a received message which
is to be signed, and sending the signed message to the receiver
device, so that the receiver device authenticates the signed
message according to the user public key in step A40 is
specifically:

generating a signature o for the message m, which is to be
signed, according to the time segment i by using the following
formulas:

0=(i,U,7); and

U=uP, V=US,+uP,,, and P, =H, (i m,U), where u is a num-
ber randomly selected from Z* , H, is a second cryptographic
hash function, and H, is {0, 1}*><{0 1}*xG,—G; and

sending the 51gned message m and the signature o to the
receiver device, so that the receiver device calculates
P',=H, (i,m,U) according to the user public key PK, the time
segment 1, the signed message m, and the signature o, and the
authentlcatlon succeeds if e(P,V)= e(PKH+ P,.»H; )e(U,
P',) is satisfied, where e:G;xG,—G, is a bilinear pairing.

Specifically, the second cryptographic hash function H, is
{0,1}*x{0,1}*xG,—G,, and is used for mapping a Cartesian
product of two strings of Os and 1s and the group G, to an
element of the group G, . The signature generated by using the
foregoing formulas is short in length and unrelated to the
number of time segments for key insulation, and requires a
relatively small storage space and transmission bandwidth,
and therefore is more applicable to a mobile device.

Because the foregoing authentication process only requires
performing an addition operation, a scalar multiplication
operation, and a Weil pairing operation on points on an ellip-
tic curve and is unrelated to the number of time segments,
complexity does not increase as time goes on.

FIG. 3 is a flowchart of a third key insulation method
according to this embodiment. As shown in FIG. 3, the key
insulation method provided by this embodiment may specifi-
cally be implemented along with a key insulation method
applicable to a user equipment. A specific implementation
process is not repeatedly described herein. The key insulation
method provided by this embodiment may be executed by a
helper. The helper is a device with relatively high physical
security. The key insulation method provided by this embodi-
ment includes:

Step B10: Randomly select a second parameter r from Z* ,
generate a helper private key according to the second param-
eter r, generate a helper initial key according to the helper
private key and a preset first cryptographic hash function H,,
and send the helper initial key to a user equipment, so that the
user equipment generates an initial user private key according
to the helper initial key, where Z* ={1,2,...,q-1},and qis
a prime number.

Step B20: Update a helper updated key for a time segment
i-1 according to the first cryptographic hash function H, to
obtain a helper updated key for a time segment i, and send the
helper updated key for the time segment i to the user equip-
ment, so that the user equipment updates a user private key
according to the helper updated key, where i is an integer, i>0,
an initial time segment is a time segment 0, and the helper
initial key is a helper updated key for the time segment O.

According to the key insulation method provided by this
embodiment, in the process of generating the helper initial
key and the process of updating the helper key, lifecycle is not
involved, only the current time segment i and the previous
time segment j are involved, and the two time segments are
not necessarily two adjacent time segments, that is, no hard
constraint is imposed. During operation of a key system, the
life cycle of the key system can be changed freely according
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to a requirement of an actual application environment, which
improves flexibility of the key system.

In this embodiment, the generating a helper private key
according to the second parameter r, and generating a helper
initial key according to the helper private key and a first
cryptographic hash function H, in step B10 is specifically:

generating the helper initial key UK, by using the follow-
ing formulas:

helper private key HK=r; and

UK,=rH,(0), where H, is {0,1}*—=G,, :G,xG,—G, is a
bilinear pairing, and G, and G, are cyclic groups of an order

In this embodiment, the updating a helper updated key for
a time segment i-1 according to the first cryptographic hash
function H, to obtain a helper updated key for a time segment
iin step B20 is specifically:

obtaining the helper updated key UK, for the time segment
i by using the following formula:

UK =r(H,({)-H,(-1)).

FIG. 4 is a schematic structural diagram of a first user
equipment according to an embodiment of the present inven-
tion. As shown in FIG. 4, the user equipment 81 provided by
this embodiment may specifically implement steps of a key
insulation method applicable to a user equipment that is pro-
vided by any embodiment of the present invention. A specific
implementation process is not repeatedly described herein.

The user equipment 81 provided by this embodiment spe-
cifically includes:

an initial key generating unit 11, configured to randomly
select a first parameter s from Z* , acquire a helper initial key
from a helper, and generate an initial user private key accord-
ing to the first parameter s, a preset first cryptographic hash
function H,, and the helper initial key, where Z* ={1,
2,...,9-1},qis a prime number, and the helper initial key is
generated by the helper according to a helper private key and
the first cryptographic hash function H,; and

a key updating unit 12, configured to acquire a helper
updated key for a time segment i from the helper, and update
auser private key for a time segment j according to the helper
updated key for the time segment i to obtain a user private key
for the time segment i, where i and j are integers, i>j=0, an
initial time segment is a time segment 0, the initial user private
key is a user private key for the time segment 0, and the helper
updated key for the time segment i is obtained by updating a
helper updated key for a time segment i-1 according to the
first cryptographic hash function H,; by the helper.

According to the user equipment 81 provided by this
embodiment, in the process of generating the initial user
private key and the process of updating the user private key,
lifecycle is not involved, only the current time segment i and
the previous time segment j are involved, and the two time
segments are not necessarily two adjacent time segments, that
is, no hard constraint is imposed. During operation of a key
system, the life cycle of the key system can be changed freely
according to a requirement of an actual application environ-
ment, which improves flexibility of the key system.

In this embodiment, the helper initial key is UK, =rH,(0),
where r is the helper private key, r is randomly selected from
Z* , H, is {0,1}¥—G,, e:G,xG,—>G, is a bilinear pairing,
and G, and G, are cyclic groups of an order q; and

the initial key generating unit 11 is specifically configured
to generate the initial user private key TSK, by using the
following formulas:

TSKoy=(s, USp); and

USy=rH (0)+sH,(0).
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In this embodiment, the helper updated key for the time
segment i is UK,=r(H,(1)-H, (i-1)); and

the key updating unit 12 is specifically configured to obtain
the user private key TSK, for the time segment i by using the
following formulas:

TSK~(s,US,); and

US=US UK +s(H,()-H\ ().

In this embodiment, the initial key generating unit 11 is
further configured to acquire a helper public key from the
helper, generate a user public key according to the first param-
eter s and the helper public key, and send the generated user
public key to a receiver device, where the helper public key is
generated according to the helper private key.

In this embodiment, the helper public key is PK, =rP,
where P is a generator of G|; and

the initial key generating unit 11 is specifically configured
to generate the user public key PK by using the following
formulas:

PK=(PKy,P,,;); and

P, =sP.

FIG. 5 is a schematic structural diagram of a second user
equipment according to an embodiment of the present inven-
tion. As shown in FIG. 5, in this embodiment, further, the user
equipment 81 may further include:

a signing unit 13, configured to sign, according to the user
private key for the time segment i, a received message which
is to be signed, and send the signed message to the receiver
device, so that the receiver device authenticates the signed
message according to the user public key.

In this embodiment, the signing unit 13 is specifically
configured to generate a signature o for the message m, which
is to be signed, according to the time segment i by using the
following formulas:

0=(i,U,7); and

U=uP, V=US,+uP,,, and P,,=H, (i,m,U), where u is a num-
ber randomly selected from Z* , H, is a second cryptographic
hash function, and H, is {0,1}*x{0,1}*xG,—G; and

send the signed message m and the signature o to the
receiver device, so that the receiver device calculates P',=H,
(1,m,U) according to the user public key PK, the time segment
1, the signed message m, and the signature o, and the authen-
tication succeeds if e(P,V)=e(PK P, ,,H,(1))-e(U,P',,) is sat-
isfied, where e:G,xG,—G, is a bilinear pairing.

FIG. 6 is a schematic structural diagram of a first helper
according to an embodiment of the present invention. As
shown in FIG. 6, the helper 82 provided by this embodiment
may specifically implement steps of a key insulation method
applicable to a helper that is provided by any embodiment of
the present invention. A specific implementation process is
not repeatedly described herein.

The helper 82 provided by this embodiment specifically
includes:

an initial key generating unit 21, configured to randomly
select a second parameter r from Z* , generate a helper pri-
vate key according to the second parameter r, generate a
helper initial key according to the helper private key and a
preset first cryptographic hash function H;, and send the
helper initial key to a user equipment, so that the user equip-
ment generates an initial user private key according to the
helper initial key, where Z* ={1,2,...,q-1}, and qisa prime
number; and

a key updating unit 22, configured to update a helper
updated key for a time segment i-1 according to the first
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cryptographic hash function H, to obtain a helper updated key
for a time segment i, and send the helper updated key for the
time segment i to the user equipment, so that the user equip-
ment updates a user private key according to the helper
updated key, where 1 is an integer, i>0, an initial time segment
is a time segment 0, and the helper initial key is a helper
updated key for the time segment O.

For the helper 82 provided by this embodiment, in the
process of generating the helper initial key and the process of
updating the helper key, only the current time segment i and
the previous time segment j are involved, and the two time
segments are not necessarily two adjacent time segments, that
is, no hard constraint is imposed. During operation of a key
system, the life cycle of the key system can be changed freely
according to a requirement of an actual application environ-
ment, which improves flexibility of the key system.

In this embodiment, the initial key generating unit 21 is
specifically configured to generate the helper initial key UK,
by using the following formulas:

helper private key HK=r; and

UK,=rH,(0), where H, is {0,1}*—=G,, e:G,xG,—G, is a
bilinear pairing, and G, and G, are cyclic groups of an order

q.

In this embodiment, the key updating unit 22 is specifically
configured to obtain the helper updated key UK, for the time
segment i by using the following formula:

UK =r(H,({)-H,(-1)).

FIG. 7 is a schematic structural diagram of a third user
equipment according to an embodiment of the present inven-
tion. As shown in FIG. 7, the user equipment 700 provided by
this embodiment may specifically implement steps of a key
insulation method applicable to a user equipment that is pro-
vided by any embodiment of the present invention. A specific
implementation process is not repeatedly described herein.

The user equipment 700 provided by this embodiment
specifically includes: a processor 710, a communication
interface 720, a memory 730, and a bus 740, where the pro-
cessor 710, the communication interface 720, and the
memory 730 communicate with each other through the bus
740. The communication interface 720 is configured to
acquire a helper initial key from a helper, and acquire a helper
updated key for a time segment i from the helper. The memory
730 is configured to store an instruction. The processor 710 is
configured to execute the instruction stored in the memory
730, where the processor 710 is configured to: randomly
select a first parameter s from Z* , and generate an initial user
private key according to the first parameter s, a preset first
cryptographic hash function H;, and the helper initial key,
where Z* ={1, 2, ..., q-1}, q is a prime number, and the
helper initial key is generated by the helper according to a
helper private key and the first cryptographic hash function
H,; and update a user private key for a time segment j accord-
ing to the helper updated key for the time segment i to obtain
a user private key for the time segment i, where i and j are
integers, 1>j=0, an initial time segment is a time segment O,
the initial user private key is a user private key for the time
segment 0, and the helper updated key for the time segment i
is obtained by updating a helper updated key for a time
segment i-1 according to the first cryptographic hash func-
tion H, by the helper.

FIG. 8 is a schematic structural diagram of a second helper
according to an embodiment of the present invention. As
shown in FIG. 8, the helper 800 provided by this embodiment
may specifically implement steps of a key insulation method
applicable to a helper that is provided by any embodiment of
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the present invention. A specific implementation process is
not repeatedly described herein.

The helper 800 provided by this embodiment specifically
includes: a processor 810, a communication interface 820, a
memory 830, and a bus 840, where the processor 810, the
communication interface 820, and the memory 830 commu-
nicate with each other through the bus 840. The communica-
tion interface 820 is configured to: send a helper initial key to
a user equipment, so that the user equipment generates an
initial user private key according to the helper initial key; and
send a helper updated key for a time segment i to the user
equipment, so that the user equipment updates a user private
key according to the helper updated key. The processor 810 is
configured to execute an instruction stored in the memory
830, where the processor 810 is configured to: randomly
select a second parameter r from Z* , generate a helper pri-
vate key according to the second parameter r, and generate a
helper initial key according to the helper private key and a
preset first cryptographic hash function H,, where Z* ={1,
2,...,9q-1}, and q is a prime number; and update a helper
updated key for a time segment i-1 according to the first
cryptographic hash function H, to obtain a helper updated key
for a time segment 1, where i is an integer, i>0, an initial time
segment is a time segment 0, and the helper initial key is a
helper updated key for the time segment 0.

Persons of ordinary skill in the art may understand that all
or a part of the steps of the foregoing method embodiments
may be implemented by a program instructing relevant hard-
ware. The foregoing program may be stored in a computer
readable storage medium. When the program runs, the steps
of the method embodiments are performed. The foregoing
storage medium includes various mediums capable of storing
program code, such as a ROM, a RAM, a magnetic disk, or an
optical disc.

Finally, it should be noted that the foregoing embodiments
are merely intended for describing the technical solutions of
the present invention, rather than limiting the present inven-
tion. Although the present invention is described in detail with
reference to the foregoing embodiments, persons of ordinary
skill in the art should understand that they may still make
modifications to the technical solutions described in the fore-
going embodiments, or make equivalent replacements to
some technical features in the technical solutions, as long as
such modifications or replacements do not cause the essence
of corresponding technical solutions to depart from the scope
of the technical solutions of the embodiments of the present
invention.

The invention claimed is:

1. A key insulation method, comprising:

generating, by a user equipment, an initial user private key

according to a randomly selected parameter s, a preset
first cryptographic hash function H,, and a helper initial
key generated by a helper device according to a helper
private key and the first cryptographic hash function H, ;
and

acquiring, by the user equipment, a helper updated key for

atime segment i from the helper device, and updating by
the user equipment a user private key for a time segment
j according to the helper updated key for the time seg-
ment i to obtain a user private key for the time segment
i, wherein 1 and j are integers, i>j=0, an initial time
segment is a time segment 0, the initial user private key
is a user private key for the time segment O, and the
helper updated key for the time segment i is obtained by
updating a helper updated key for a time segment i-1
according to the first cryptographic hash function H, by
the helper device,
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wherein the helper device is a device of higher security than
the user equipment, the helper initial key is UK ,=rH, (0),
wherein r is the helper private key, r is randomly
selected, H, is {0,1}*—G,, e:G,xG,—G, is a bilinear
pairing, and G, and G, are cyclic groups of an order q
and the helper updated key for the time segment i is
UK =r(H,(i)-H,(-1)),

wherein the generating by the user equipment the initial
user private key according to the parameter s, the preset
first cryptographic hash function H,, and the helper ini-
tial key includes:

generating by the user equipment the initial user private
key TSK,, by using the following formulas:

TSKoy=(s, USp); and
USy=rH,(0)+sH,(0), and

wherein the updating by the user equipment the user pri-
vate key for the time segment j according to the helper
updated key for the time segment i to obtain the user
private key for the time segment i includes:

obtaining by the user equipment the user private key TSK,
for the time segment i by using the following formulas:

TSK,~(s,US,); and
US=US+ UK s (H, (i)-H, (7).

2. The key insulation method according to claim 1, wherein
after randomly selecting the parameter s, the method further
comprises:

acquiring, by the user equipment, a helper public key from

the helper, generating by the user equipment a user pub-
lickey according to the parameter s and the helper public
key, and sending, by the user equipment, the generated
user public key to a receiver device, wherein the helper
public key is generated according to the helper private
key.

3. The key insulation method according to claim 2, wherein
the helper public key is PK=rP, wherein P is a generator of
Gy; and

the generating by the user equipment the user public key

according to the parameter s and the helper public key
further comprises:

generating, by the user equipment, the user public key PK

by using the following formulas:

PK=(PKz; P,,); and

P, ,=sP

4. The key insulation method according to claim 3, wherein
after the sending the generated user public key to the receiver
device, the method further comprises:

signing by the user equipment, according to the user private

key for the time segment i, a received message which is
to be signed, and sending, by the user equipment, the
signed message to the receiver device, to enable the
receiver device to authenticate the signed message
according to the user public key.

5. The key insulation method according to claim 4, wherein
the signing by the user equipment, according to the user
private key for the time segment i, the received message
which is to be signed, and sending, by the user equipment, the
signed message to the receiver device, to enable the receiver
device to authenticate the signed message according to the
user public key further comprises:

generating by the user equipment, a signature o for the

message m, which is to be signed, according to the time
segment i by using the following formulas:

0=(i,U,7); and
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U=uP, V=US;+uP,,, and P,=H,(i,m,U), wherein u is a
number randomly selected, H, is a cryptographic hash
function, and H, is {0,1}*x{0,1}*xG,—G; and

sending by the user equipment the signed message m and
the signature o to the receiver device, so that the receiver
device calculates P',,=H,(i,m,U) according to the user
public key PK, the time segment i, the signed message
m, and the signature o, and the authentication succeeds
it e(P,V)=e(PKy+P,,,,H,(1))e(U,P,) is satisfied,
wherein e:G, xG,—G, is a bilinear pairing.

6. A key insulation method, comprising:

generating by the helper device ahelper private key accord-
ing to a parameter r,

generating by a helper device a helper initial key according
to the helper private key and a preset first cryptographic
hash function H,, and sending by the helper the helper
initial key to a user equipment, to enable the user equip-
ment to generate an initial user private key according to
the helper initial key, wherein the parameter r is a func-
tion of Z* ={1,2, ..., q-1}, and q is a prime number;
and

updating by the helper device, a helper updated key for a
time segment i-1 according to the first cryptographic
hash function H, to obtain a helper updated key for a
time segment i, and sending by the helper device the
helper updated key for the time segment i to the user
equipment, to enable the user equipment to update a user
private key according to the helper updated key for the
time segment i, wherein i is an integer, i>0, an initial time
segment is a time segment 0, and the helper initial key is
a helper updated key for the time segment O,

wherein the helper device is a device of higher security than
the user equipment,

wherein the generating by the helper device the helper
private key according to the second parameter r, and
generating by the helper device the helper initial key
according to the helper private key and the preset first
cryptographic hash function H; includes:

generating by the helper device, the helper initial key UK,
by using the following formulas:

helper private key HK=r; and

UK=rH, (0), wherein H, is {0,1}*—G,, e:G,xG,—, is a
bilinear pairing, and G, and G, are cyclic groups of an
order q, and

wherein the updating by the helper device the helper
updated key for the time segment i-1 according to the
first cryptographic hash function H; to obtain the helper
updated key for the time segment i includes:

obtaining by the helper the helper device updated key UK,
for the time segment i by using the following formula:

UK =r(H,({)-H,(-1)).

7. A user equipment, comprising a processor; a communi-
cation interface; a memory; and a bus, wherein the processor,
the communication interface, and the memory communicate
with each other through the bus, wherein

the memory is configured to store an instruction,

the communication interface is configured to acquire a

helper initial key from a helper device, and acquire a
helper updated key for a time segment i from the helper
device, and

the processor is configured to execute the instruction stored

in the memory to perform the following:

generating an initial user private key according to a param-

eter s, a preset first cryptographic hash function H,, and
a helper initial key is generated by the helper device
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according to a helper private key and the first crypto-
graphic hash function H,; and

updating a user private key for a time segment j according
to the helper updated key for the time segment i to obtain
auser private key for the time segment i, wherein i and j
are integers, 1>j=0, an initial time segment is a time
segment O, the initial user private key is a user private
key for the time segment 0, and the helper updated key
for the time segment i is obtained by updating a helper
updated key for a time segment i—1 according to the first
cryptographic hash function H, by the helper device,

wherein the helper device is a device of higher security than
the user equipment, the helper initial key is UK =rH, (0),
wherein r is the helper private key, r is randomly
selected, H, is {0,1}*—G,, e:G,xG,—G, is a bilinear
pairing, and G, and G, are cyclic groups of an order q
and the helper updated key for the time segment i is
UK, ~(H, ()-H, (i-1)),

wherein the generating the initial user private key accord-
ing to the parameter s, the first cryptographic hash func-
tion H,, and the helper initial key:

generating the initial user private key TSK, by using the
following formulas:

TSKoy=(s, USp); and

USy=rH,(0)+sH,(0), and

wherein the updating the user private key for the time
segment j according to the helper updated key for the
time segment i to obtain the user private key for the time
segment i includes:

obtaining the user private key TSK, for the time segment i
by using the following formulas:

TSK;=(s,US;); and

US=US+UK s (H ()-H, ().

8. The user equipment according to claim 7, wherein the
communication interface is further configured to acquire a
helper public key from the helper device, and the processor is
further configured to generate a user public key according to
the parameter s and the helper public key, and send the gen-
erated user public key to a receiver device, wherein the helper
public key is generated according to the helper private key.

9. The user equipment according to claim 8, wherein the
helper public key is PK~rP, wherein P is a generator of G,,
and

the processor is further configured to generate the user

public key PK by using the following formulas:

PK=(PKy,P,,;); and

P, =sP.

10. The user equipment according to claim 9, the processor
is further configured to:

according to the user private key for the time segment 1, a

received message which is to be signed, and send the
signed message to the receiver device, to enable the
receiver device to authenticate the signed message
according to the user public key.

11. The user equipment according to claim 10, wherein the
processor is further configured to generate a signature o for
the message m, which is to be signed, according to the time
segment i by using the following formulas:

0=(i,U,7); and
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U=uP, V=US;+uP,,, and P,=H,(i,m,U), wherein u is a
number randomly selected, H, is a second cryptographic
hash function, and H, is {0,1}*x{0,1}*xG,—G; and

send the signed message m and the signature o to the
receiver device, to enable the receiver device to calculate
P',=H,(i,m,U) according to the user public key PK, the
time segment i, the signed message m, and the signature
o, and the authentication succeeds if e(P,V)=e(PK +
P,.»H,(1))e(U,P',) is satisfied, wherein e:G,xG,—>G,
is a bilinear pairing.

12. A helper device, comprising a processor; a communi-
cation interface; a memory; and a bus, wherein the processor,
the communication interface, and the memory communicate
with each other through the bus, wherein

the memory is configured to store an instruction,

the communication interface is configured to send a helper

initial key to a user equipment, so that the user equip-
ment generates an initial user private key according to
the helper initial key, and send a helper updated key for
a time segment i to the user equipment, so that the user
equipment updates a user private key according to the
helper updated key for the time segment i, and

the processor is configured to execute the instruction stored

in the memory to perform the following:

generating a helper private key according to a parameter r,

generating a helper initial key according to the helper pri-

vate key and a preset first cryptographic hash function
H,, wherein the parameter r is randomly selected; and
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updating a helper updated key for a time segment i-1
according to the first cryptographic hash function H; to
obtain a helper updated key for the time segment i,
wherein i is an integer, >0, an initial time segment is a
time segment 0, and the helper initial key is a helper
updated key for the time segment O,

wherein the helper device is a device of higher security than
the user equipment,

wherein the helper private key according to the parameter
r, and generating the helper initial key according to the
helper private key and the first cryptographic hash func-
tion H, includes:

generating the helper initial key UK, by using the follow-
ing formulas:

helper private key HK=r; and

UK,=rH, (0), whereinH, is {0,1}*—G,, e:G,xG,—G, isa
bilinear pairing, and G, and G, are cyclic groups of an
order q, and

wherein the updating the helper updated key for the time
segment i-1 according to the first cryptographic hash
function H, to obtain the helper updated key for the time
segment i includes:

obtaining the helper updated key UK, for the time segment
i by using the following formula:

UK =r(H,({)-H,(-1)).

#* #* #* #* #*
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